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From Post-

Prepare Start
Incident pa

Prepare

h 4

Identify and Document
Defensive Measures
Against Ransomware and
the Alerts They Produce

!

Identify and Document / https://www.itspmagazine.com/from-the-
Ransomware Adversarial < newsroom/the-five-step-ransomware-
Playbook/TTPs/IOCs / defense-playbook

Train Employees to
Identify Ransomware
Indicators and How to
Report an Infection as
Part of an Awareness
Program

v

Build, Maintain, and Test
Ransomware Prevention,
Detection, Mitigation, and
Response Capabilities —
Fill Any Identified Gaps

v

Prepare Internal
Stakeholders and External
Resources (legal council,
law enforcement, etc.)
Prior to an Actual Event

v

Maintain Superior
Security Hygiene
(Patching, Backups,
Access Control, etc.)

A

Prepare End



Unusual Quantity of
Files Being Modified
on Network Share(s)

or Local Drives

Unusual CPU/
Memory Utilization
Alerts from
Enterprise
Monitoring Tools

User Reported
Ransom Message

Endpoint Security
Solution Alert

Network Security
Solution Alert;
Ransomware
Detection Rule,
Unusual Web
Browsing Activity
(TOR, 12P, Bitcoin
Payment), Traffic On
Known C2 Ports or
To Known C2
Internet Hosts

Detect

User Reports
Unusual Activity
After Running An
Executable File (VBS,
Doc With Macro,
JAR, PPT With
Macro, etc.)

Threat Indicators/Alerts

Y

Incident Start

Detection

User Reports Files
NotAvailable,
Replaced With
Known Ransomware
File Extensions

User Reports
Unusual Email With
Attachment

Alert From 3" Party,
Vendor, or Secaa$S

Isolate Suspect Host

Gather Initial Suspect
Files/Registry Entries/
Attachments,etc.




Triage/Prioritize

Loss of Confirmed Data
Competitive Compromise/
Advantage Breach
Number of
Loss Due to Legal .
Response Endpoints
P Involved
Loss of Customer
Productivity Impact
Loss to Replace Sensitive Data
or Repair Involved
Fines/
Judgements
Recoverability
Reputation
Damage
v v
Probable Loss .
. Severity
Magnitude
Assessment
Assessment
A 4
Determine Severit — -
FER Evaluate Loss Classification andy AU GRS Qe
Detect /J—————P . e . —> Open Incident
Expectation Notification -
. Investigations
Requirements
Y
Is thisincident higher
severity than itemsin
Incident queue?
Queue
No
To
Analyze /< Yes Add to Incident

Queue



From
Triage/
Prioritize

Positive ID from

Analyze

nd icatory

No | Gather Forensic Data (if needed)

|

!

Generate Hash
From Suspect File

Lookup Other Gathered
Indicators to Identify
Ransomware Variant

& Send To
Sandbox, AV
Yes Vendor,
VirusTotal, etc.
For ID
\ 4

Check Ransomware Census

(g00.gl/b9R8DE) and Other

Sources for Decryptor and
Additional Indicators

4—VYe

'

Download an Authoritative Write-
Up (if available) for the Specific
Ransomware Variant(s)
Encountered. Harvest Additional
Indicators from the Report(s).
(This report will also be used in
the next phase to answer
questions)

To
Containment

Encryption
Capabilities?

Use Malware
Playbook



Mechanism Hashes

Blacklist Ransomware Hashes
and Dropper/Infection

From
Analyze

Do you have the
ability to blacklist
executables?

Yes

Initiate Data Loss/Breach
Process/Playbook

Ransomware
variant a known

Block Any Additional
Communication and Infection
Channels Discovered During
Containment and
Eradication(Firewall, Mail
Senders,NAC, etc.)

i

Send Samples/Indicators to

Vendors That Did Not Detect

Threat (follow their defined
process)

l

Implement New/Custom
Detection Rules (IPS, Anti-
Malware/Virus, Log Correlation,
Analytics, Etc.

To Post-
Incident

Scan Endpoints and Check

Flows, etc,) for Indicators of
Compromise and Lateral
Movement

System/Network Artifacts (Logs,

Does this
ransomware

Contain/Eradicate/
Recover

If Possible, Block Known
Communication and

variant spread
itself?

Yes

Infection Channels (Firewall,
Email Senders, NAC, etc.)

Isolate (disconnect
wireless and wired) and
Acquire Infected Hosts

No

A

Reconnect/Return
Isolated Hosts

Decrypt Files

Decryptor
Available?

4—Ye

No

Restore Encrypted Files

Backup
Available?

4—Ye

No

No Addl. Hosts Found

Use Remote (if available)/Admin Tools
to Kill Malicious Processes and Remove
Files/Persistence Mechanisms from
Infected Hosts; or Re-image/Rebuild.

A
Apply Patches, Security
Products, etc. or Other
Mitigations to Prevent
Re-Infection

A
Chain the Attack
(Investigative Chains)
Backward and Forward
Until You Discover the
Initial Infection Vector
and Each Infected
Endpoint

A

Rescan Endpoints for
Indicators of

Additional Hosts Found

Compromise and Lateral
Movement




From
Containment/
Eradication/
Recovery

Post-Incident

Incident Review

Review Lessons Learned

Review Lessons Applied

Evaluate Gaps In
Prevention, Detection,
Response, Remediaton;
Make Corrective Action

Recommendations to
Management

Update Documentation,
Procedures, and
Playbooks

To

Create, File, and
Communicate Final
Reports to Stakeholders

Incident End

@
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