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SOAP/XML Ethernet Interface 016-6504-S

1. Overview

The HIS 016-6504-S SOAP/XML Ethernet Interface (SOAP) device
provides a fast Ethernet interface for transferring point status and
commands. The advantages to the SOAP are that it can handle multiple
clients at once and is much faster than the terminal server interface.

The SOAP device, shown below, has a four pin screw terminal connector
on one end that is used for termination of power and Unitary LAN (ULAN)
and an Ethernet port on the other.

7l = SOAP/XML 5
/) 2 H I Solutions, Inc. T

=
@ < 016-6504-S &

Figure 1-1 SOAP top-view

The four pin screw terminal connector is centered between two diagnostic
LEDs (as shown in Figure 1-2, the functions of these LEDs are:

H I Solutions, Inc. Page 1



SOAP/XML Ethernet Interface 016-6504-S

LAN: Flashes when data is being transmitted or received across the ULAN
PWR: Solid red any time the SOAP has power (15 VDC)

LAN
+ - Gnd +I5

o T

LAN PWR

| |
Figure 1-2 SOAP left-side view

The Ethernet port (RJ-45 connector) has two LEDs labeled LNK and ACT.
Their functions are:

LNK: Solid green when the SOAP device is physically connected to a
properly functioning Ethernet drop.

ACT: Flashes orange when communications are detected on the Ethernet
port. Data does not have to be directed to this device for this LED to
activate (i.e. this is an indicator of general network traffic).

ETHERNET

LNK ACT

[ 1

Figure 1-3 SOAP right side view
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2. Installation

2.1 Installation Procedure

Items needed:

Mounting equipment

Power source with minimum 22-AWG wiring. Wiring must meet
installation specifications as well as local codes (e.g. plenum
rating, isolation, etc.)

CAT-5 Ethernet cable

016-6504-S HIS SOAP/XML Ethernet Interface with firmware
version 7.1 or later

PC running PC Central with Ethernet support or a Smart Serial
Cable

The IP address and netmask assigned for this SOAP device. Obtain
from IT/Network Administrator.

Installation Sequence:

1.
2.

Mount the SOAP/XML Ethernet Interface

Connect to ULAN and power through four-pin terminal block
connector

Connect to Ethernet network using CAT-5 cable
Edit PC Central Site Definition to reference new SOAP device

Parameter configuration using either PC Central SiteView or
Terminal Emulation

2.2 Mounting

The SOAP can be mounted on any flat surface using the screw-hole
mounting tabs in each end of the device. One inch cabling clearance on each
end of the device is recommended.
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2.3 Power

The SOAP/XML interface requires an external power supply that provides
15 VDC. Typical power draw is about 60 mA for a 15VDC supply.
Maximum draw is 150mA.

Power must be supplied to the board through the four-pin screw terminal
connector. Wire terminations should be made according to the label located
on top of the SOAP device (as shown in Figure 1-1). The PWR LED should
illuminate once power is connected.

2.4 Unitary LAN

The RS-485 ULAN terminates to the four pin screw connector (as shown in
Figure 1-1). See the Unitary section of the “Field Commander Operation
and User’s Manual” for more details about setting up an H I Solutions
Unitary LAN. When the SOAP device is connected to a ULAN (RS-485
network), and communication is established with other H I Solutions
devices, the LAN LED should begin to blink.

2.5 Ethernet LAN

The Ethernet/CAT 5 cable will plug into the Ethernet port on the SOAP
device (shown in Figure 1:3). The green LNK LED should light, showing a
working Ethernet connection. The orange ACT LED should blink
occasionally as traffic occurs on the LAN.

2.6 PC Central Site Definition

For PC Central Color Graphics to take advantage of the SOAP device, its IP
address must be added to the site definition. The following procedure must
be completed on each PC that is running PC Central and will be accessing
this site.

Open PC Central choose SiteView from the Menu. Right-click on the icon
for this site and choose “Properties” from the pop-up menu. The Edit Site
dialog will appear. Click on the button labeled “Additional”. The
“Additional Site Parameters” dialog will be displayed (shown below).
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Additional Site Parameters

Site 1d:

BackUp Modem: |

SOAFIP: [10.0.0.223

Additional Infarmation

It

Ok | | Lancel

Figure 2-1Edit Site - Additional Site Paramters

In the blank labeled “SOAP IP:”, type in the IP address that has been
assigned for use with this SOAP device. It should be entered in the format
nnn.nnn.nnn.nnn, where nnn is a number between 0 and 255. For example,
10.0.0.223 is the address used in the sample dialog above.

The SOAP protocol defaults to communicating over port 80, which is the
standard port number for World Wide Web traffic. H I Solutions
recommends using port 80 unless the site Network Administrator explicitly
requires another port be used. If a port other than 80 is being used, add it to
the end of the IP address preceeded by a colon, ex. nnn.nnn.nnn.nnn:999.
Press OK on the Additional Site Parameters dialog and on the Edit Site
dialog.

The SOAP is now installed. Continue to Section 3 “Parameter
Configuration - Graphical” to configure the SOAP graphically using
SiteView (recommended). Go to Section 4 “Parameter Configuration -
Command Line” to configure the SOAP from the command line using
Terminal Emulation.
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3. Parameter Configuration - Graphical

Each SOAP device must be programmed for its specific installation before
remote connection can be established. Parameters for the site (e.g. IP
address, port number, gateway, etc) must be established prior to using the
device.

The following procedure may be used to configure a SOAP. Note that this
procedure requires release SP2.5 or later of PC Central. For earlier releases,
use the procedure in section 4 “Parameter Configuration”.

1. Connect to the SOAP device through ULAN using PC Central’s
SiteView program or Terminal Emulation Program.

2. Verify ULAN and firmware information
3. Configure network settings

4. Configure optional settings

3.1 PC Central Connection

Launch PC Central and choose SiteView from the Menu. If this PC has a
site defined for this location, and is connected to the network, select this site
from the Site List and connect to it. If a Smart Serial Cable is being used to
connect to the site, go to the “Tools” menu, select “Cable Connection”,
verify the correct (PC) port configuration for the smart serial cable (in “Step
17), and click “OK” to accept the configuration and move to the “Site
Menu” screen, click “CONNECT” to establish a connection with the site.
See the “PC Central User Guide” if additional assistance is required to
connect from PC Central.

Once connection is established with the site, double-click “Devices” to gain
access to the Device List. The SOAP device should show up at the end of
the list, identified as “SOAP”. Double-click on the SOAP device. The
Device Menu will be displayed, with a single item — “System Table”. Click
on the System Table. The System Table dialog will be displayed with four
tabs labeled General, Network, Options, and Constants, respectively, as
shown below.
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3.2 Verify ULAN and firmware information

The General tab displays unchangeable information about the SOAP
controller, including the name (SOAP), software configuration type (3),
controller address (122), and hardware and software information.

I, System Parameters
General l Network | Options | Constants |
Controller
Name:
Type: |003 - SOAP/XML Served ~|
Address:
Hardware

Description: SOAP/XML Server
Model Number: SOAP
Part Number: 016-6504

Software

Release Mumber: 7.1 Build Date: 05/18/2006
07:11

oK | Cancel | |

Figure 3-1 System Table General Tab

3.3 Configure Network Settings

The Network tab provides inputs for the IP Address, Port, and Netmask of
the connection. It also displays the Ethernet MAC address for
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troubleshooting purposes. The IP Address and Netmask values should be
supplied by the site’s IT/Network Administrator. The Port value defaults to
80. If a different port number has been assigned by the Network
Administrator (see Section 2.6 PC Central Site Definition), enter that

number in the “Port” field.

_| System Parameters

Primary

General MNetwork lOptions ] Constarts

Netmask:

IP Address: | 10 .

0

255,256, 0 . O
MAC Address: 00-30-C2-C2-EC-ED

.135 222 Port: [80

o]

Cancel | |

Figure 3-2 System Table Network Tab

3.4 Configure Optional Settings

The Options tab provides various fields for customization. These choices

include:

H I Solutions, Inc.
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e Enable maintenance port: This setting is for future use.

o Enable SOAP connection: For troubleshooting use. Should be left
checked (on) unless directed by H I customer service personnel.

e  Message logging: Causes any device commands sent over the
SOAP/XML interface to be logged as a message to the Field
Commander. Selecting “None” disables message logging. Selecting
“Source IP” sends a message containing the IP address of the client,
and “Source IP” sends a message containing both the IP address of the
client and the command that was executed.

e Backup Logging Address: When message logging is enabled and the
Field Commander cannot be contacted, the message can either be
broadcast to all unitaries or sent to a specific device. Select “Broadcast”
or the specific unitary address from the pull-down menu.

e  Analog polling: This setting is for backwards compatibility with older
unitary devices. It should be left on “Faster Analog Polling” except in
the specific case of color graphics that are displaying the IN/OUT-of-
service status of analog points on unitaries with firmware versions
older than X3+.
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_| System Parameters

Genemll Metwork  Options |Con5tant5

¥ Enable SOAP connection

Message Logging:
" None
" Source IP

& Source IP and Commands

Backup Logging Address: IBmadcast 'l

Analog Polling:
" Retrieve Analog Out-of-Service State (slower)

* Faster Analog Polling

ITI Cancel | Apply

Figure 3-3 System Table Options Tab
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3.5 Constants Display

The Constants tab displays the network and options information in their
native format as K values. These values can be changed from this tab, but
using the Network and Options tabs is recommended.

_| System Parameters
General I Network I Options  Constants |
H | Description | Value
1K 0
2K 0
K IP Address MSB 10
4K IP Address 0
5K IP Address 135
6K IP Address LSB 222
7K HTTF Port 20
8K Enable Maint Port 1
K Enable SOAP Comm 1
10K Extra Analog Data 0
11K Message Logging 2
12K LILAN Delay Value 0
13K 0
14K 0
15K Subnet Mask: Bits 16
168K 0
17K Backup Controller 0
18K 0
13K 0
20K 0
21K 0.000
22K 0.000
23K 0.000
24K 0.000
25K 0.000
26K 0.000
27K 0.000
28K 0.000
25K 0.000
30K 0.000
3K 0.000
32K 0.000
33K 0.000
K 0.000
35K Corfiguration 1D 0.000
oK | Cancdl | il |

Figure 3-4 System Table Constants Tab
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4. Parameter Configuration - Command
Line

To configure a SOAP device via the command line instead of the graphical
tools, use the following steps.

Launch PC Central and choose SiteView from the Menu. Select the site
defined for this location and double-click to connect to it. Double-click on
the Terminal Emulation tool. Terminal Emulation will launch and connect
to the site. See the “PC Central User Guide” if additional assistance is
required to connect from PC Central.

Type UNITARY and press enter.

Type C 122 and press enter to connect to the SOAP (the SOAP
controller’s address is always 122).

Type MO SY (short for Modify System) and press enter.
The System Table will appear as shown below.

The IP address of the system should be in the four-byte format
nnn.nnn.nnn.nnn where each nnn is a number between 0 and 255. Use the
arrow keys to navigate to the 3K value, labeled “IP Address MSB”. Type
in the first byte of the IP address and press enter. The cursor will move to
4K. Type in the second byte and press enter. Enter the 3" and 4™ bytes of
the IP address into 5K and 6K respectively.

The Port value (7K) defaults to 80, which is the standard port number for
World Wide Web traffic. H I Solutions recommends using port 80 unless
the site Network Administrator explicitly requires another port be used. If a
different port number is used, that number will need to be configured in the
site definition for all PC Central clients that will be connecting to this site.
If a port different than 80 is being used, enter it in 7K and press enter.

The maintenance port setting (8K) is for future use, do not change it.

The “Enable SOAP Comm” setting (9K) is for troubleshooting purposes
only. It should be left as ‘1° unless directed by H I customer service
personnel.

The “Extra Analog Data” setting (10K) is for backwards compatibility with
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older unitary devices. It should be left as ‘0’ except in the specific case of
color graphics that are displaying the IN/OUT-of-service status of analog
points on unitaries with firmware versions older than X3+.

The “Message Logging” setting (11K) controls logging of device
commands sent through the SOAP interface. If logging is enabled, a
message is created and sent to the Field Commander any time a device
command (turn on/off of a point) is received. Setting to ‘0’ disables
logging. Setting to ‘1’ logs only the IP address that the command originated
from. Setting to 2’ logs the IP address and the command that was executed.

The “ULAN Delay Value” (12K) is used to optimize SOAP behavior in
busy ULAN networks. Leave this value as ‘0’ unless directed by H 1
customer service personnel or your distributor.

The “Subnet Mask Bits” (15K) setting is for the IP address netmask as
provided by the IT/Network Administrator. If the IP address was provided
in the format nnn.nnn.nnn.nnn/y, the netmask number is the /y. If a separate
netmask value was provided in the format 255.255.nnn.nnn, please request
the Network Administrator to provide it in the nnn.nnn.nnn.nnn/y format.
Type in the value and press enter.

The “Backup Controller” setting (17K) is used in conjunction with the
Message Logging function (11K). If message logging is enabled, messages
go to the Field Commander by default. If the Field Commander is not
reachable, this setting determines where the message is sent. If it is left as
‘0’, the message will be broadcast to all unitaries. Setting it to any other
value from ‘1’ to ‘120’ will cause the message to be sent to that unitary.

When complete, press the ESC key, then enter EXIT and finally LO to log
out and close the window.
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B Terminal Emulation -0 ﬂ

122:50AF Unitary Controller (REV 1.1> @6/87-86 17:87
MODIFY SY¥YSTEM PARAMETERS

Controller Name:
addres <

IP Address MSB
a IP Address
Software config # 3 IP Address
IP Address LSB
HTTPF Port
Enabhle Maint Port

Enable SOAP Comm A

Extra Analog Datad(i@K)>:

Message Logging(liK>:

ULAN Delay UValue(i2K>:

C13K>:

C14K>:

Subnet Mask Bits(15K>:

C16K>:

Backup Controller(17K>:
C18K>:

C19K>:
2UK>:

OO EENEEE

Fi — HELP

Figure 4-1 SOAP Command Line System Table
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5. Troubleshooting

Color graphics display but cannot get connected to my
system.

First verify the SOAP/IP address entered in the Site definition (See page 4)
matches the IP address entered into the Network Tab of the System Table
(See page 7).

Second Verify the ports also match.

See if the device responds to Ethernet Ping packets. From the Windows
Command Prompt command-line interface type Ping followed by the IP
address (less port number). For our examples in this manual the command
would look like:

C:\>ping 10.0.0.223
Pinging 10.0.0.223 with 32 bytes of data:

Reply from 10.
Reply from 10.
Reply from 10.
Reply from 10.

.223: bytes=32 time<lms TTL=64
.223: bytes=32 time<lms TTL=64
.223: bytes=32 time<lms TTL=64
.223: bytes=32 time<lms TTL=64

O O O o
O O O o

Ping statistics for 10.0. 0.223:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0Oms

If you get “Request timed out” responses instead of the “Reply from...”
results shown above, the device is not responding to Ethernet connections.

The next step would be to verify the computers IP address and Subnet mask
to be certain they are compatible. Consult you Windows Help for checking
these network settings for you version of Windows OS.

My graphics connect to the system but it takes forever to
update the data.

The SOAP device is another controller vying for network bandwidth. If you
have many points on one screen then it will take time to update (fill-in) all

H I Solutions, Inc. Page 15



SOAP/XML Ethernet Interface 016-6504-S

the fields. It is generally good practice to design the graphic screens to
achieve a compromise between simple navigation and massive data
presentation to avoid graphics screens from requesting large refreshes. It is
also likely that heavy normal network traffic will inhibit or slow the transfer
of data to, or from, the SOAP device. Remember the SOAP device is
another entry point sharing bandwidth with the Filed Commander and all
Unitary Controllers on the network. See the following topic for another
possible explanation of reduced performance.

My Unitary LAN runs fine before I connect the SOAP
device.

This is likely due to the use of a pre “A1” revision SOAP device. The
earlier devices had small amounts of LAN Bias and Termination built in.
Try moving the SOAP device to either end of the uLAN or remove the
terminating resistor from the unitary, or the jumper from the Field
Commander. If this does not fix the problem, contact your distributor about
getting a revision “A1” or later SOAP device.

The network Administrator provided a long-hand net-
mask and didn’t know how to convert it to the SOAP
devices shorthand format.

The notation while quite common is not universal by any means. When a
net-mask is provided in the nnn.nnn.nnn.nnn format, each three-digit
number represents 8 binary bits of data. If all eight bits are set (=1) then the
value is 255, all clear (=0) the value is zero. This implies there are 256
different combinations for each number in the net-mask. The SOAP device
uses a simplified net-mask that merely states the number of consecutive “1”
bits from the left side of the net-mask. For example:

255.0.0.0 = 11111111.00000000.00000000.00000000 = 8
255.240.0.0 = 11111111.11110000.00000000.00000000 = 12
255.255.0.0 = 11111111.11111111.00000000.00000000 = 16

255.255.255.15 = 11111111.11111111.11111111.00001111 = 24

Notice the last example cannot be 28 (the total number of 1s because the 1s
MUST be consecutive starting from the left). Having an improper or
incompatible net-mask can inhibit communication with the device. Make
certain the Network Administrator is aware of the device requirements
when asking for the fixed, or static, IP address.

H I Solutions, Inc. Page 16



SOAP/XML Ethernet Interface 016-6504-S

H I Solutions, Inc. Page 17



SOAP/XML Ethernet Interface 016-6504-S

LIMITED WARRANTY

Initial Software is hereinafter collectively referred to as the "Products".

Customer hereby acknowledges that the following warranty provisions apply with
respect to the Products and Services (if any).

A)

B)

&)

D)

H I SOLUTIONS, INC., a Georgia Corporation (herein after "H I SOLUTIONS")
warrants that the Products at the time of shipment, FOB Sellers' plant, will be free from
defects in material and workmanship and will conform to H I SOLUTIONS' standard
specifications for such Products in effect at the time of shipment. H I SOLUTIONS' sole
obligations under this warranty and Customer's sole remedy for breach of warranty or
for negligence shall be as follows:

Should any such defects or non-conformity appear within one (1) year after date of
initial shipment of said Products. H I SOLUTIONS shall have the option to repair or
replace defective material, on site labor excluded.

This warranty does not extend to any of said Products which have been: (a) subjected to
misuse, neglect, accident, or abuse; (b) wired, repaired, or altered by anyone other than
H I SOLUTIONS without H I SOLUTIONS' express and prior written approval; (c)
improperly installed by someone other than H I SOLUTIONS or Distributor; or (d)
used in violation of any instructions furnished by H I SOLUTIONS or Distributor. Any
products manufactured or supplied by others, sold by HI SOLUTIONS, and not
incorporated in the Products shall bear only the warranty given by the manufacture or
supplier of those products. This warranty does not include any field service unless
specifically called for by this Agreement.

THERE ARE NO EXPRESS OR IMPLIED WARRANTIES BY HI SOLUTIONS
OTHER THAN THOSE SPECIFIED HEREIN. NO WARRANTIES BY H 1
SOLUTIONS (OTHER THAN WARRANTY OF TITLE AND AGAINST
INFRINGEMENT AS PROVIDED BY STATURE) SHALL BE IMPLIED OR
OTHERWISE CREATED BY STATUTE, INCLUDING BUT NOT LIMITED TO
WARRANTY OF MERCHANTABILITY AND WARRANTY OF FITNESS FOR A
PARTICULAR PURPOSE. SELLER DOES NOT WARRANT THAT THE
EQUIPMENT AND SOFTWARE WILL OPERATE CONTINUOUSLY WITHOUT
FAILURE OR THAT DATA OUTPUT FROM THE SYSTEM WILL BE ERROR
FREE.

No claim of any kind whatsoever with respect to any Product covered by this
Agreement, and whether or not based upon, resulting from negligence shall be greater in
amount than the purchase price of the Product in respect of which such claim is made.
In no event shall H I SOLUTIONS be liable for any special, indirect, or consequential
damages or for loss, damage or expense (whether or not caused by or resulting from H
I SOLUTIONS negligence) arising from use of the Products, or arising from
Customer's inability to use, install, or maintain the Products, either separately or in
combination with any other equipment, or from any other cause.

Without limiting the generality of the foregoing, H I SOLUTIONS shall not be liable for
any claims of any kind whatsoever, whether or not based on negligence, unless
Customer shall (i) give written notice to H I SOLUTIONS and Distributor about such
claim within thirty (30) days after Customer knows or reasonably should know of such
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E)

claim and (ii) file suit based upon such claim within one year after such cause of action
has occurred.

Customer hereby acknowledges that unless contracted for in writing with H I
SOLUTIONS, (1) any installation of the Products is the responsibility of customer
and/or Distributor and not of H I SOLUTIONS, and (2) any representation or warranty
(expressed or implied) of Distributor is made only on behalf of Distributor and not on
behalf of HI SOLUTIONS.

Life Support / Mission Critical Applications - This product is not designed, manufactured
or intended for use of resale as on-line control equipment in hazardous environments
requiring fail-safe performance, such as in the operation of nuclear facilities, aircraft
navigation or communication systems, air traffic control, direct life support machines, or
weapons systems, in which the failure of our hardware or software could lead directly to
death, personal injury, or severe physical or environmental damage.
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